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Section 1

Introduction

Welcome to the future of Internet file storage. Your dataSentinel client will allow you to store as much
data as you wish, permanently and securely, across the Esotera suite of file servers. This User's
Manual will describe how to use your dataSentinel client to maximum advantage.

You will find that it is simple and intuitive, especially if you are familiar with the Microsoft Windows
Operating System. It also has some features that will help automate the way you work with your files.
Please take the time to review the entire document to learn what dataSentinel can do for you.

The Esotera file system is a new architecture which is revolutionizing the way data is protected,
accessed, and st or etlle.computeBindostryehastbbea 6 h® 6 ke r i c 6
the equipment owned your data, but Esoteragivesu s er s con tceort:r iac 8 uwsieaw
where the computer becomes just a commodity. The dataSentinel client is a computer program
capable of managing the u s e lifdlime collection of data from any machine, anywhere on the
Internet.

The dataSentinel client will allow you to migrate your data from all of the machines you currently have
been using and store it safely for access from anywhere with a technology that provides a higher level
of security then any other conventional solution.
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General Information

The User-Centric Data Concept

The Esotera solution redefines how you think about digital data. The economics of computer

manufacturing thatdateb a ¢ k t o sthhave dictagdbtBabstorage was associated with the

computing device which in most cases was not portable. Data belonged to the computer, not to the

author or editor. Today, because you own many computers each with their own independent storage
function,your personal <coll ection of data i sCerhtaroita & au
of data.

The Internet offers a way to change this. By leveraging the vast numbers of data centers across the
globe through a new architecture based on distributed storage and advanced cryptology, Esotera
offers a User-Centric perspective for your data. Each time you sit down in front of a computer, you
work with our dataSentinel data browser that displays your entire collection of personal and business
data in one place.

When you start using dataSentinel you will likely have data on many different machines. We show
you how to migrate this into the Esotera File System by setting up simple synchronization profiles for
the various computers that you use. Over time, your dataSentinel browser will accumulate and
display all these pockets of data as one coherent tree of resources. All your data will be at your
fingertips no matter where you are.

Fault Tolerance and Security

Esotera and dataSentinel form a mobile solution. Its software allows the user access to their data
from any PC that is connected to the Internet. Your files are not stored on the computer that you are
using, instead client data is broken into thousands or millions of anonymous encrypted blocks which
are scattered across the Internet. Each block in stored three different places to ensure that equipment
failure can have no effect on data integrity. This technique makes current backup and restoration
methods obsolete. The blocks reside alongside billions of other blocks, indistinguishable from its
neighbors. Only the encryption keys possessed exclusively by you can find these blocks, descramble
them and recreate your files. It would take billions of years for a hacker to make the necessary
guesses to reconstruct a single file; a process which would have to be repeated on each file. Your
data is safe with Esotera.



Authentication: Simple or 2-Factor

Your data is stored across many different machines geographically distributed across the Internet.
For your protection, the dataSentinel client asks you to log into a special server which can verify who
you are before accessing the data on the other machines. This step allows you to shut down access
to your files should you accidently release your encryption keys.

Depending on the sensitivity of your files, you may choose one of the following techniques to
authenticate yourself:

1. Simple Authentication: Enter a username and a password

2. 2-Factor Authentication with USB: Requires a USB stick containing an identity file be
plugged in while entering password

3. 2-Factor Authentication with SMS: Requires a temporary pass-code delivered to your
cell phone as a text message in addition to the password.

4. 2-Factor Authentication with VeriSign SecurlD: Requires the temporary pass-code from
a special piece of hardware carried with you in addition to the password.

The 2-Factor Authentication methods provide progressively better security because they require you
to have something in your possession to supplement that password that you know.

Advantages of the dataSentinel Client

Simplicity

You visit the dataSentinel web site or click on link on the desktop. A password window pops up and
you authenticate yourself. If this is the first time you have used a specific computer, you answer two
Challenge Questions which you designed when you set up your account. On subsequent visits to this
computer, or if you are using a USB stick, you can skip this step. Once this is done, a window pops
up that looks very much like a Windows File Explorer or a Macintosh Finder. This represents all of the
drives and directories of your personal view of the Esotera File System.

You can drill down into the directories of your file system and locate files. You can drag them back
and forth with the computer file system, and you can create or edit them with a double-click. Each
time you save the file is stored on the Esotera File System. When you close this client, no one can
access them from this computer because they are not stored locally. Your files are safe and available
exclusively to you by visiting any other computer and launching the client. Most importantly, you
never have to worry about performing a backup or a restored.



Migrating your Files

You may also choose to synchronize the files of a computer with your Esotera file system. You simply
start the dataSentinel client, press the synchronize button and choose the directories on the computer
which are important. dataSentinel works in the background to silently transfer these files so that they
are safely copied within the Esotera File System. You can synchronize with as many different
computers as you like, forming independent collections within Esotera. Not only will these files be
automatically refreshed as you run the dataSentinel client while visiting these computers, but you will
have access through Esotera of the contents of all the other computers you have synchronized.

Versioning

Unlike conventional file systems, the Esotera File System will retain up to ten versions of each file as
you save it from the dataSentinel interface. The versions are not visible by default, but by simply
pressing a button, you will see a series of files with version numbers embedded in the name. You can
open each of these versions or you can rename them back to the original to restore earlier work.



Section 2

Initial Setup of dataSentinel

dataSentinel is very simple to use. However, there are few steps you must perform the first time you
use the client.

dataSentinel works on any computer running Windows Vista, XP, 2000, Linux, or Macintosh that is
connected to the Internet and has a Internet Explorer, Firefox, Safari or any web browser that allows
the launching of SUN Microsystems JNLP files.

Starting dataSentinel for the First Time

(I )Note: dataSentinel uses the Java run-time from SUN Microsystems which is installed by

default on most Windows, Macintosh or Linux operating systems. If your computer was bought before
2008, you might be asked to install an updated version of Java. If your computer is older than that,
you might find that the following step fails. If so, you must visit:

http://java.sun.com/javase/downloads/index.jsp

and click on t heinthebaxtiled 0b"dadadSE Buntime Brnvironment (JRE)O t o
manually initiate an installation.

You will have been given a URL to start dataSentinel when you subscribed to Esotera. You can enter
that into the web browser URL field or click on a desktop link to start the client.

Depending on the age of your computer, you might see a dialog asking you to upgrade to JRE 6 of
the Java runtime. Follow the defaults to proceed with the update.

You will then see the following download progress dialog:



http://java.sun.com/javase/downloads/index.jsp

Java Web Start

Downloading application.

Name: dataSentinel
Publisher: dataSentinel

From: http:/fsupport. datasentinel.com

This will take about 30 seconds to complete for a high-speed connection.

You will then see two security dialogs which will permit dataSentinel to perform drag&drop operations
with the local file system and perform encryption within the Esotera Files System. In each case,
switch on the AAIl way s btlri ssshte r ot enhidethede bifalogs appearing s

during each | aunch. Press ORuno.
‘Warning - Security Ig ‘Warning - Security @1
The application’s digital signature cannot be verified. The application’s digital signature cannot be verified.
Do you want to run the application? Do you want to run the application?
Name: dataSentinel MName: Java Crypto Extension
Publisher: Pixecur Imaging Technologies Inc. Publisher: The Legion of the Bouncy Castle
From: http://support.datasentinel. com From: http: [{support. datasentinel.com

[C] Always trust content from this publisher ; [ il
|

N igital 5 i e igital 5 ;
[ ) ] Thedigital sonsture cannct be verfied by = trusted source. Onfy =T [ ) ]  The digtalsignsturs cannct be verfied by = trusted source. Only

More Information...
N/  runiyou trust the arigin of the application. "o/  runifyou trust the origin of the application. ore nformation

L — | == = == = e e— — |

The first time you launch dataSentinel and depending on the security products you use, you may see
one of these dialogs from the Windows Firewall product (or a similar third-party firewall).

Windows Firewall: This may or may not appear. You can select 'Keep Blocking', however pressing
6Unbl oc k 6 awng thd dialg/appgeat aghin on the next launch of the client.

€ Windows Security Alert

d To help protect your computer. Windows Frewall has blocked
! some features of this program.
Windows Firewall has blocked this program from accepting incoming network connections, If you

unblack this program, it will be unblocked on all public networks that you connect to, What are the Do you want to keep blocking this program?
risks of unblocking a program?

(R Winiss Sceumty Akt =]

@ Windows Firewall has blocked some features of this program

p Name: Java(TM) Platform SE binary D Name:  Java(TM) 2 Platform Standard Edition binary
EJ Publisher: 5un Microsystems, Inc. Publisher: Sun Microsystems, Inc.
Path: Ci\program filesYjavaljdk1.6.0_13\pin\javaw exe
Network location: Public network
What are network locations? Keep Blocking ] [ Unblock J I Ask Me Later
Windows Firewall has blocked this program from accepting connections from the
_ Intemet or a network. If you recognize the program or trust the publisher, you can
Keep blocking ] [ [ Unblock unblock it. When should | unblock a program?




Norton Personal Firewall: Two dialog boxes may appear:

Dialog 1: You must select fAlways allow connections to this program on all portsdand then select
fOKa

*3 Norton Personal Firewall %]

Security Alert

1\ Medium Risk 2
- alert Assistant
Sun Microsystems Java Web is attempting to listen for
connections from other computers.

Show Details

what do you want to do?

|2 ways allow connections to this program on all ports

Dialog 2: You can select fiBlockdand then select TOKaQ

Proxy Connections

Some organizations use routers to secure individual computers behind the corporate firewall. It may
be necessary to use a @roxy serveroto establish a connection to the Esotera servers. The Esotera
client will perform a check during its startup to ensure all is well. If you do not require a proxy or if the
organization has set up their internal DNS server to advertise one, the Esotera client will connect
automatically. If not, a new button entitled d’roxy Configdwill appear on the right-hand side of the
login screen:

/% dataSentinel: the Esotera File System Browser = | B i S

—7 TELUS

the future is friendly

Login Credentia

Authentication: |datasentnel P Forgot Password?
Username: Proxy Config

Password:

oK Checking your proxy settings.

Press this button to summon the proxy configuration dialog:
|£| Proxy Settings &J

“) DIRECT

@ HTTP [68.145.295.23  |: [3126

OK H Cancel ]




Ask your local system administrator for the following information:
1 IP address of outgoing https proxy server
1 Port of outgoing https proxy server

Enter the appropriate settings in the fields and press the &o6button. The dialog will reopen with these
settings. Press @Ko&to begin using them. The client will store these settings locally on the computer to
consult on the next client startup.

Enter Username and Password

After the system completes loading, you will be prompted to enter your username and password. By
default the Authentication drop-downb o x wi | I be sdto twdhiftda ti anSd rctait rees
Aut henticationod requiring just a usernameMa(@a pa
Phone)" if your account was set up with either of these 2-Factor options.

In future, if you run the dataSentinel client on the same computer, the username may be pre-filled for
you. Enter your password in the box. Press the Enter key or the OK button when complete. The green
progress bar will continue to advance until the dataSentinel system completes loading.

9 Esotera File System Browser (=B [t
—
-7 TELUS

the future is friendly’

The Esotera EULA

You will be presented with a window showing the Esotera End User License Agreement. Please read
it, and when finished, select the O6Acceptd radio
during the first launch of the dataSentinel client.
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Choosing your Challenge Questions and Answers

The Esotera file system uses the answers for two
your data. We call those key sets Personal Encryption Codes or PECs. They are unique for each
drive that you create. You will be creating a de

drives each time you decide to synchronize the directories of a computer. (This is described below as
well.) The answers to the Challenge Questions are used to mathematically create a unique storage

directory (called a credential registry) within the Esotera File System to store all of the PECs that you
create so they can be retrieved to work with your drives each time you launch the dataSentinel client.

The following window will open:

¢P Esotera File System Browser ==X

—7 TELUS

the future is friendly

rLogin Credentials

Please enter challenge answers below:
IMPORTANT: If you lose these answers
it might not be possible to recover your data.

rChallenge Question 1.

Question: |nat was the last name of your third grade teacher? Get Sample
Enter answer: V| Show

Confirm answer: |Mrs. Brown

rChallengs Question 2.

Question: |What is the name of your favorite childhood friend? Get Sample
Enter answer: Show

Confirm answer:

QK
A Challenge Questionis offeredi n each section. Press the AnGet Sa
of a Challenge Question. Feel free to edit these questions to your liking or make up new questions
altogether. Once you are satisfied with the ques
Answer o6 and AConfirm Answer o text boxes. They mu

sensitive. If no one is watching,cl i ck on t he AShowo ¢ he cakjowtye.Yau s e ¢
will need to create two Challenge Question and Answer sets.

Esotera will store your choice of Challenge Questions to help you answer them in future, but Esotera
will not store the Challenge Answers. Make sure that you record these Answers and place them in a
secure place. If storage is managed by your employer, they may have policies in place concerning
the retention of these Challenge Answers.

11



(!)Note: Choose your Challenge Questions and Answers carefully. If you select trivial answers (or
answers that can be determined easily, such asgs
be compromised by a third party.

For highly confidential storage, the best Challenge Question and Answer set does not rely on actual
facts but random characters that you record on paper for later use. For example:

Question: Unrelated characters |

Enter Answer: ftigk6%gf3m |

Confirm Answer:  [ftigk6%gf3m |

Creating your Private Drive

As this is the first use of your storage account, a PEC must be created to define a starting place for
your storage. Thisis knownasyour6 pri vatedé dri ve. 't 1 s unwithgue
others. Like all PECs, the drive is based on a set of mathematically complex numbers define how the
files and directories and drives will be created. The private PEC is too difficult to remember, so it is
stored in your Credential Registry where it can be retrieved using your Challenge Answers.

You will see the following window:

= [ [E] i

£¥ Esotera File System Browser

Personal Encryption Code
for the dataSen tineI{TM }Sto rage Solution

PEC Mame: |private
PEC Type: Private

Seed for PEC
i 1o h |h t |5 m|1j|3|g
c|l ||3[8(r [ ([8/2]6]|4 7 |lo||ju

Move mouse over fields or type digits/letters to change code.

The small boxes will fill in randomly with letters and numbers. You can change them if you like by
simply dragging the mouse over the boxes. Eventually all the boxes will contain characters and the

12
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060Created button widutomatcally. Nate tdabomly you can preatesysur private
PEC and it will be unique. This ensures your data is private.

Your account initialization is now complete.

Starting dataSentinel the next time

The next time that you launch dataSentinel you might be using the same computer or you might
be on a different machine.

If you are using the same machine, your login step is very simple. An encrypted configuration file
was written during your | ast wuse. This file wi/
to do is enter your password.

If you have moved to a different machine, you will have to enter both your username and

password. Once completed, you will be presented with the Challenge Questions window. The
guestions will be hidden, but you can make t hej
then enter the Challenge Answers correctly to proceed.

If you use a lot of different computers, you can simplify this process by using a USB stick. Simply
createanemptydi rect ory on the USB stick called API xe
dataSentinel client, this directory will be used to store the encrypted configuration file. From that

point onward, if you place this USB stick in any computer before launching the dataSentinel

client, you will only need to supply your password. (This is 2-Factor Authentication.) Note that if

you lose your USB stick your account can be instructed to remotely defeat the encrypted

configuration file on that stick.

13



Section 3

Getting Familiar with dataSentinel

= Viewing the Directory System

Launching the dataSentinel client and successfully authenticating will present the Files View. This

view shows the entire directory system managed by your contents of your Credential Registry that
contains your PECs. This is your personal view of the Esotera file system. You should recognize your
name and company in the upper right-hand corner. If you are a new subscriber, this view may be

empty of directories and files. To close this interface and protect all of your files, press the Close
Window gadget (Red box with the 0X0) inmatiahdislagl e ct

¥ Esotera File System Browser =RACE X

File Edit View Screens Help

-~ TELUS

the future Is friendly

Version 41,17, Aug 3, 2009

Address:

HEEEa

g |priv 2 Name Date Modified
-0 Work, 10 Estonia Way ) .rooms3d 0 03-5ep-09 04:44 PM
& Furniture 79.5Kb 21-Jul-09 11:28 PM
i) Test Folder 99 Kb 02-5ep-09 09:30 AM
1] 2_55_ReleaseNotes.rtf 1.14Mb 15-5ep-09 11:27 AM
7] browser.php 6.15Kb 15-5ep-09 02:01 PM
I’:‘l]test-cupy‘xls 22Kb 16-5ep-09 09:52 AM
Iil]test.x\s 21.5kb 31-Aug-09 10:01 AM
|| tom - Copy Lixt 16 02-5ep-09 10:37 AM
|| tom - Copy 2.txt 14 23-Aug-09 03:49 PM
|| tom - Copy 3.txt 14 23-Aug-09.03:49 PM
|| tom - Copy 4.txt 14 28-Aug-09 03:49 PM
tom - Copy. bt 14 28-Aug-09.03:49 PM
29 b 1 14 28-A110-0 N2-49 PM

Folder Navigation

Most users will recognize the similarities of this interface with the Windows File Manager or

Macintosh Finder. The left window pane shows a collapsible list of the folders, known as a directory

tree. The first entry on the top i s adreephantigomswhichd pr i
represent all of the computers that you have synchronized with the Esotera File System.

Synchronization is explained below.

14



You may clickonanyof t hese icons to see their contents,
reveal folders which exist within the parent folders. Al t ernati vely, yo@ <iagng
collapse a folder and hide it from view.

The right window pane displays the file icons that exist with the folder selected from the tree in the left
pane. It will also display folders that exist below the selected folder. The size, time, and date are listed
to the right of each folder or file. You may click on the column headers to resort the list based on the
column contents.

You can either use the left tree pane or you may double click on the folder icons in the right pane to
move from directory to directory. The large arrow icons above can be used to help with this navigation
to move you back and forth in your sequence of folder movements or to take you up to the parent
folder.

Once you have entered a folder you can do the following:

1 Double-click on the icon of any file to open it in the application which created it. Saving from
the application replaces the file.

1 Click once on the name of any file to edit its name

1 Click once to select a file (or drag to select a range of files) move the mouse away, then return
to click and drag the selected files to your local desktop or file system view.

1 Drag files from the local file system view and drop them in the dataSentinel window.

1 Right-click in the right pane to expose a menu with additional commands

15



Folder Sharing

You may share folders with other users. This allows others to view the files of the shared folders from
their own computers. You may optionally give them the right to modify files in this shared folder.

To share a folder, drill down in the Files View until the desired folder is in the right-hand pane. Select
the folder by itself, and right-click to expose the menu. A dialog box will appear asking whether you
wish to share this folder. Press OK. The following dialog box will now appear:

The name is independent of your actual folder name; it becomes the suggested name of the folder
when it is created for the other user. You must manually record the PassPhrase. The user will only be
able to read the files of this shared directory unless you check the i Wr i t e a.lPtess OK. A tnal
confirmation dialog will appear.

The URL that defines this folder has been automatically copied to your clipboard. To share the folder,

simply create an email to the user a+mdnuoplieyidsider m a

the body of the email. The URL should be at the beginning of its own line T it should not wrap across
two lines as some email clients will not cope properly with this.

We recommend that you do not send the PassPhase to the user in through email. Most emails are
not secured, so this could result in an unintended third party gaining access to this folder. Place a
phone call, leave a voice-mail or use conventional mail to deliver the PassPhrase to the recipient.

(!)Note: The PassPhrase is an important security mechanism, but you can defeat it by
deselecting the 6Use PassPhased6 checkbox. | f
anyone to visit this folder. Only do this if you are willing to create a public folder that you do not wish
to protect.

b/
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